4L ROTHERHILL DEVELOPMENT

GDPR - DATA RETENTION & ERASURE POLICY

Policy Statement

1. Rotherhill Developments Ltd, and its group companies (Referred to as Rotherhill)
recognises and understands that the efficient management of its data and records is
necessary to support its core business functions, to comply with its legal, statutory and
regulatory obligations, to ensure the protection of personal information and enable
the effective management of the organisation.

2. This policy and related documents meet the standards and expectations set out
by confractual and legal requirements and have been developed to meet the best
practices of business records management, with the direct aim of ensuring a robust
and structured approach to document control and systems.

3. Effective and adequate records and data management is necessary 1o:

a. Ensure that the business conducts ifself in a structured, efficient and
accountable

manner,

b. Ensure that the business redlises best value through improvements in the
quality and
flow of information and greater coordination of records and storage systems;

c. Meet legislative, statutory and regulatory requirements;

d. Deliver services to employees and stakeholders in a consistent and equitable
manner;

e. Assist in document policy formation and managerial decision making;

f. Provide confinuity in the event of a disaster;

g. Protect the interests of the organisation and the rights of employees, and
present and future stakeholders;

h.  Protection of personal information and data subject rights;

i. Avoid inaccurate or misleading data and minimise risks to personal
information;

j. Erase data in accordance with the legislative and regulatory requirements;
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k. Ensure the safe and secure disposal of confidential data and information
assets;

Mitigate against risks or breaches in relation to confidential information.

4, Information held for longer than is necessary carries additional risk and cost
and can breach GDPR rules and principles. Rotherhill will only ever retain records
and information for legitimate business or legal reasons and will always comply fully
with the GDPR laws, guidance and best practice.

Purpose

5. The purpose of this document is to set out Rotherhill’s statement of infent on
how it provides a structured and compliant data and records management system.
We define ‘records’ as all documents, regardless of the format; which facilitate
business activities, and are thereafter retained to provide evidence of transactions
and functions.

6. Such records may be created, received or maintained in hard copy or in an
electronic format with the overall definition of records management being a field
of management responsible for the efficient and systematic control of the creation,
receipt, maintenance, use, distribution, storage and disposal of records.

Scope

7. This policy applies to all employees within Rotherhill. Adherence to this policy is
mandatory and non-compliance could lead to disciplinary action.

General Data Protection Regulation (GDPR)

8. Rotherhill needs to collect personal information about the people we employ,
work with or have a business relationship with to effectively and compliantly carry out
our everyday business functions and activities, and to provide the products and
services defined by our business type. This information can include (buft is not limited
fo), name, address, email address, data of birth, I[P address, service number, private
and confidential information, sensitive information and bank details. Retention
schedules will govern the period that records will be retained and can be found in
the Record Retention Periods table at the end of this document.

9. In addition, we may occasionally be required to collect and use certain types of
personadl information to comply with the requirements of the law and/or regulations,
however we are committed to collecting, processing, storing and destroying all
information in accordance with the General Dara Profection Regulation, UK data
profection law and any other associated legal or regulatory body rules or codes of
conduct that apply to our business and/or the information we process andstore.

10, Our Data Retention Policy and processes comply fully with the GDPR’s fifth
Article 5 principle which states that:
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Personal adarta shall be kept in a form which permifs identification of data subjects for
no longer than is necessary for the purposes for which the personal dara are
processed personal dara may be stored for longer periods insofar as the personal
darta will be processed solely for archiving purnposes in the public inferest, scienftific or
historical research purnposes or stafistical punposes in accordance with Arficle 89(1)
subject fo implemeniation of the appropriate technical and organisational measures
required by this Regulation in order fo safeguard the rights and freedoms of the dara
subject ( 'storage limifafion’).

Objectives

11.  Arecord is information, regardless of media, created, received, and maintained
which evidences the development of, and compliance with, regulatory requirements,
business practices, legal policies, financial transactions, administrative activities,
business decisions or agreed actions. It our objective to implement the necessary
records management procedures and systems which assess and manage the
following processes:

a. The creation and capture of records;

b. Compliance with legal, regulatory and contfractual requirements;

c. The storage of records;
d. The protection of record integrity and authenficity;
e. The use of records and the information contained therein;

f. The security of records;
g. Accessto and disposal of records.

12, Records contain informatfion that are a unique and invaluable resource to
Rotherhill and are an important operational asset. A systematic approach to the
management of our records is essential to protect and preserve the information
contained in them, as well as the individuals such information refers to. Records are
also pivotal in the documentation and evidence of all business functions and
activities.

Guidelines & Procedures

13. Rotherhill manage records efficiently and systematically, in a manner
consistent with the GDPR requirements.

14, Records will be created, maintained and retained in order to provide
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information about, and evidence of our transactions, customers, employment and
activities. Retention schedules will govern the period that records will be retained
and can be found in the Record Retention Periodstable at the end of thisdocument.

15. It is our intention o ensure that all records and the information contained therein

IS

a. Accurate - Records are regularly reviewed to ensure that they are a full and
accurate

representation of the transactions, activities or practices that they document;

b. Accessible - Records are always made available and accessible when
required (with

additional security permissions for select employees where applicable to

the document content);

c. Complete - Records have the content, context and structure required to
allowthe

reconstruction of the activities, practices and tfransactions that they document;

d. Compliant - Records always comply with any record keeping legal and
regulatory

requirements;

e. Monitored - System compliance with this Data Retention Policy is regularly
monitored to ensure that the objectives and principles are being complied with
at all fimes and that all legal and regulatory requirements are being adhered
to.

Retention Period Protocols

16. All records retained during their specified periods are fraceable and
retrievable. All Rotherhill and employee information is retained, stored and
destroyed in line with legislative and regulatory guidelines.

17.

For all data and records obtained, used and stored within Rotherhill, we:

a. Carry out periodical reviews of the data retained, checking purpose,
continued validity,

accuracy and requirement to retain;

b. Establish periodical reviews of data retained;

c. Establish and verify retention periods for the data, with special consideration
giveninthe

below areas:
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(1) the requirements of the company;
(2 the type of personal data;
(38) the purpose of processing:
(4) lawful basis for processing;

(5) the categories of data subjects.

d. Where it is not possible to define a statutory or legal retention period, as per
the GDPR

requirement, Rotherhill will identify the criteria by which the period can be

determined and provide this to the data subject on request and as part of our

standard information disclosures and privacy notices.

e. Have processes in place to ensure that records pending audit, litigation or
investigation
are not destroyed or altered.

f. Where possible paper based records are transferred to an alternative media
format, For example, but not limited to the fransfer to Rotherhill network
storage devices and paper based archive facilities managed by the
company.

Designated Owners

18. All systems and records have designated owners throughout their lifecycle to
ensure accountability and a tiered approach to data retention and destruction.
Owners are assigned based on role, business area and level of access to the data
required. The designated owner is recorded on the Retentfion Register which is fully
accessible to all employees. Data and records should never be, removed, accessed
or destroyed without the prior authorisaftion and knowledge of the designated owner.

Document Classification

19. Rotherhill has detailed Asset Management protocols for identifying, classifying,
managing, recording and coordinating our assets (including information) to ensure
their security and the continued protection of any confidential data they store or give
access to. We utilise an Information Assetf Register (IAR) to document and categorise
the assets under our remit and carry out regular Information Audits to identify, review
and document all flows of data within the company.

20. We dalso carry out regular Information Audits which enable us to identify,
categorise and record all personal information obtained, processed and shared by
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Rotherhill in our capacity as a controller and processor which has been compiled on
a central register which includes:

a. What personal data we hold;
b. Where it came from;

c. Who we share it with;
d. Legal basis for processing it;

e. What format(s) isitin;

f. Who is responsible for it?

o. NN
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